FRAUDULENT EMAILS & INTERNET BANKING

WHITE PAPER

The use of email is rising exponentially and
it will do so for the foreseeable future.

With this rise, we see an increase in the
amount of spam and scam email we
receive. This happens for many reasons.

The first is that the email owner has
registered to some websites which in turn
put them in mailing lists that were sold
again and again to virtually anyone in the
world.

The second reason is that some of the
owners friends may have had their
computers compromised with malware that
accessed their address books and provided
new email addresses to spammers and
fraudsters.

The third possible reason is that your
computer itself has been compromised and
has the information in your address-book
disseminated online.

There is a variety of scam emails that are
around, some very old and boring for those
in the know, some a bit more adapted to
new situations and circumstances.

One of the most widespread categories is
that of “phishing”. Phishing is a social
engineering process, where people are
made to believe they got an email from a
legitimate source (i.e. their bank) and they
respond as if the message was genuine.
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Paypal, Ebay, and banks are according to
statistics the most target businesses.

Internet Banking messages are are
targeting everybody, and not specific bank
account owners. They are sent to anyone
one a list (sometimes 5-6 emails from
“different banks” to the same person the
one after the other) and they usually bring
up a security issue to prompt people to take
action. A link is provided and the person
who clicks goes to a website that looks
almost exactly as that of the real bank.
Then after putting their log in (user ID ,
password and secret question) they are
redirected (usually) to the real bank
website.

How does an email like this look like? The
screenshots in the following pages show
exactly how the scam works.
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To vassilis. manoussos@hotrmail. com
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From: Halifax Online Banking (helpdesk@halifax.com) @
Sent: 03 February 2011 01:58:45
To: @hotrmail.com

@ Microsoft SmartScreen marked this message as junk and we'll delete it after ten days.
Wait, it's safel

Z
!

a little extra help

Access Suspended !

Our Valued Customer,

Your access to Online Banking Service has been suspended. Due to a miss-match access code between
your Security information. To enable you continue accessing your online account it will only take you few

minutes to verify your Identity. Follow the reference below and you will be guided to where you can gain
an instant verification process.

https:/iwww.halifax-online.co.uk/_mem_bin/formslogin.asp/

FIMPORTANT™ - You are strictly advised to match your Sensitive Details correctly to avoid service denial.
Thank you for helping us to protect you.

Security Advisor,
Halifax Online Banking Helpdesk

Photo 1. The scam email claiming to be from HALIFAX.

The logo is there and a link that seems to be from the bank is also obvious. However not
all is how it looks.

The link in the message looks like this:

hitps:fiwww.halifax-online.co.uk/_ mem_binfformslogin.asp/

However the real address that you will visit if you click on it, is this:

voww, oycd.es.krfrgd_data/members/.halifax-online.co.ukf_mem_bin/formslogin.asp/
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Warning: Suspected phishing site!

The website at www.oycd.es.kr has been reported as a “phishing” site. Phishing sites trick

users into disclosing personal or financial information, often by pretending to represent trusted
institutions, such as banks.
Learn more about phishing scams.

[ Proceed anyway ] [ Back to safety ]

Report an error

yod.es.krfrg4_data/members/ halifax-online. co.uk/_mem_bi...

Photo 2. Warning from Virgin Media Security.
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| Home H Help | &
Welcome to Online
New to Online
Complete oure registration proc _
Click on the relevant button below: _
Stage 1: Register my details Start registration
o
Stage 2: I've received my temporary Complete registration Remember my username™ ||l D
password *Do not select if this computer is used by anyone else. More
information about storing usernames

Employee Share Scheme Customers
Reaister for Employee Share Schemes
Useful info Problem signing in?
Find gut how Online works using our demo Forgotten sign in details / access suspended?
Why use Online Banking? Senice availability
Apply for 8 new account Are vour phone details up to date?

WE’VE CHANGED THE p—

WAY YOU SIGN IN roname =

scurity
New two page sign in process is here Password details
If you are not a UK resident, or are trying to access this site from outside the UK please read this imporant message
Halifax is a division of Bank of Scotland plc. Registered in Scotland Mo. SC327000. Registered Office: The Mound, Edinburgh, EH1 1YZ. 3

Photo 3. The actual phishing website.



rg4_data/members/.halfax-online.co.uk/_mem_bin/formslogin.asp

Photo 4. The real URL (address) is revealed at the top of the browser.

The use of the words halifax-online.co.uk in the address, is there to confuse the user.

As it is obvious, the fraudulent website looks exactly like the HALIFAX website. To add to
the problem, apart from the log in section, all other links are directing you to the genuine
web page on the Halifax website, making the distinction between the two even harder.

IP- 213.186.36.56 / IP or ISP location: The domain name of the

o s _[sxene | fraudulent website is a Korean
Ny : one (.kr) however this does not
= : 9 mean the email came from Korea
[ ; I B or that the website is hosted in

Location of this IP address: Korea .

Further investigation of the
8 email's header (hidden
information in the email) proved
that it originated from the
L following IP address:

£ 213.186.36.56 (IP address is the
unique address of the website that
your browser needs in order to
connect with the website).

200 mi

It came as no surprise that the email
did not originate from Korea. It was
actually from central France. _
The website however was located in _ Host IP (waw oycd.es ki) 125.251 156225 |
Korea, and the address of the host was & - j TreeEseseE
located at Seoul. =

This is not the address of the
perpetrator, but of the Internet
Provider.

Photo 6. The website's origin (right)




Why should you consider a forensic investigation of a phishing scam?

v Your client deserves to know the truth if they are a victim

v’ If the perpetrator is within the UK you can use the evidence for a successful
prosecution

v Even if the investigation may not reveal the address of the perpetrator, it will
provide information about the IT provider that was used to send the email. This can
be used in court to get the records associated with that specific incident.

v Most perpetrators they will prefer to target bank accounts of their own country,
because there is no language barrier and they would know first hand how the
system works.

v By locating a perpetrator, you may be able to attract more phishing victims (from
the same or different source) as clients.

N ocern digital forensics is the answer to dealing with

Host: wwew.oycd.es kr electronic crime. If you are dealing with e-crime, you need

Host IP: 125.251.158.226 to seek advice from a specialist, and use what technology
. ‘. = a ; s .

IP country: Korea, Republic of has to offer as part of your litigation efforts.

IP Address state: Secult'ukpyolsi
IP Address city: Seoul

:E :ﬂﬁt'{:’i ff-ﬂffff? Modern day crimes need modern day investigations, and
ongitude: 200 .
I1SP: naconrusneTeLus  People who are following developments closely.

Organization: DACOM-PUBMETPLUS

For more information about digital forensics services and how you can integrate them into
your litigation processes, please visit the Strathclyde Forensics website.

www.StrathclydeForensics.co.uk

Find out what other forensic services you can incorporate to your litigation processes.
Read about our previous cases and discover new opportunities for your future cases.

For more information about forensic investigation of Blackberry and Nokia mobile phones,
please visit our two sister sites:

www.BlackberryForensics.co.uk or www.NokiaForensics.co.uk
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